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Introduction

What is Returnil Virtual System?

The Returnil Virtual System 2008 is a powerful virtualization technology that completely
mirrors your actual computer setup and it can create a virtual storage disk within your PC
where you can save documents, data, and files while using the System Protection feature.

Returnil Virtual System's protection concept is very easy t o understand. It provides a simple,
effective, and smart way to prevent unwanted or malicious changes from being made to your
supported Windows® Operating System and the drive where Windows® is installed. You operate
your system in a virtual environment, s o anything you do will happen in the virtual
environment, not in the real PC. If your computer is attacked or gets infected with Malware, all
you need to do is simply reboot the PC to erase all changes. Once restarted, your system will
be restored to the o riginal state, as if nothing ever happened! Meanwhile, Returnil Virtual
System can create a virtual storage disk for you; the purpose of this partition is to provide a

place for you to save your data when the Virtual System Protection mode is turned ON, an d you

can customize the size of this disk to meet your individual requirements.

When the Virtual System Protection is OFF, you can install or remove programs, save
documents within the Windows® disk drive, install security upgrades and software patches,
alter configurations, and update user accounts. All changes made will remain following a
restart of the computer.

The Returnil Virtual System is designed to take the risk and worry out of exposing your
computer to all types of software, downloads, websites, or anything else that might have
adverse effects on your computer or infect it with harmful viruses, spyware and other
malicious programs. Once you restart your system it will revert back to its original state and all
changes to your primary partition will disappear.

All of this without sacrificing computer performance or usability while helping to reduce
technical support intervention and the need for routine maintenance. By cloning your system in
memory rather than on your hard disk, the Returnil Virtual — System offers better speed and
reliability than other virtualization solutions.

By rebooting your PC, Returnil will enforce and protect your system's original settings.

Features

1 Eliminates consequences of on-line attacks

1 Viruses, Trojans, Worms, Adware, Spyware, and unwanted content disappear with a
simple reboot

T Enforces settings and protects your wuser

91 Helps reduce overall disk wear by using memory rather than HDD cloning technology

1 Saves you time, money, and lost hair by maintaini ng or improving peak client
performance

1 Reduces or eliminates the need for routine disk de -fragmentation of your system
partition

1 Your spam filter is strong, but not infallible & Returnil will eliminate the consequences
from users opening infected e -mail and/or attachments

1 Leaves absolutely no traces of computer activities & for those who maintain computer

labs or Internet cafes, Returnil is the tool that will get you home early for a change!
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Eliminates all activities even if your computer is powered -off or crashes

Eliminates the danger of evaluating new software that does not require a reboot to
install

Offers stronger, simpler and smarter protection for your network clients

Speeds up your web surfing and computer processing

Seamlessly integrates with the Windows core system

Easy to use, deploy, and setup

MSI compatible installers!
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How does Virtualization fit into my overall Security?

Layered approach
A true layered approach to security is based on the followi ng principles:

1 Prevention : The most obvious examples of this are your Firewall, Separation of
programs and data storage, Microsoft® Security Updates, Email Filters, Internet
content scanners, parental controls, User Account Control, EXE and program control ,
Policy, Best practices, and even Obscurity to some extent.

1 Detection: This is provided by your Antivirus, Antispyware, RootKit scanners,
Antimalware, and integrity checkers.

1 Cure: Enforcement of clean machine state with Virtualization.

You try to keep th e content from infecting your system, yet you are still getting infected; why?
This is because prevention and detection/removal methods are incapable of enforcing a desired
state. Be this because the rules were not strict enough, your antivirus is not upda ted to detect
or properly remove the content, or even if your Operating System is vulnerable to a previously
unknown exploit is irrelevant; the fact remains that you can never be entirely certain your
security will protect you!

The Returnil Virtual System closes this gap in your security, period. By cloning your System
Partition, Returnil ensures that unwanted or malicious content is not able to make the changes

it needs to make to the portion of the hard drive where Windows is installed in order to infect

your system. This in essence provides a LONG TERM CURE by maintaining a clean computer
rather than trying to block or chase malware around your system.

©2009 Returnil



Returnil Virtual System P ersonal Edition
Returnil Virtual System Premium Edition

Why Use the Returnil Virtual System?

From the earliest days of Malware research it was known that signature based solutions would
be at best, a stop -gap approach to true system security and system integrity protection.

The technology was widely accepted and, in the early days at least, was adequate to address
current threats. As the Malware developers became more sophisticated, the gap began to
dwindle quickly and in time has turned 180 degrees in favor of these same developers. Where
the security industry once held the advantage over their malicious adversaries, they became
complacent with too much faith in the efficacy of brute  -force detection and removal methods
that have done nothing to stop, or even slow malicious content development.

This is why we at Returnil began to look for a better mousetrap. To this end we quickly
decided that the best way to address the growing threats was to take a risk and explore ways in
which the security could become proactive. We further committed ourselves to developing a
solution that would not require signatures, bulky and resource hogging detect ion/removal
engines, filters, blockers, rules, or any other brute force methodologies to achieve our goals.
Additionally, the software had to be simple, light weight, AND totally effective against
anything we threw at it; needing nothing more than a simple system reboot to erase any
unwanted changes automatically.

We are proud to announce that we not only met these development goals, we exceeded them!
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Installation

If you are installing Returnil on Windows® XP, 2003, or Vista please ensure that you have
administrative rights. Returnil must be installed using an account that has adequate
permissions to perform its function. If you are unsure if you have the requisite permissions
please contact your system administrator or refer to yo ur computer's user guide before
proceeding.

Important Note: before you begin a new installation please be sure that you have done the
following:

f
1

Step 1:

Turn OFF system Protection if it is ON!  To do this, open Returnil and then adjust your

default protection Mode to OFF.

Deactivate the Protection Scheduler if it is ON! To do this, open Returnil, select
Other Settings from the main menu and then uncheck the Enable the System Protection

Scheduler option.

Quit the program if running!  To do this, right click the RVS T ray Icon and then select
OQuit Programo from the options Iist. |f
open RVS and then select the appropriate option from the Main Menu.

Start installation

Double-click on the Setup.exe file to start th e installation.

©2009 Returnil
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Step 2: Welcome Screen

"2y Returnil Virtual System Premium Edition Installation

F
~~ RETURNIL
VIRTUAL SYS
Strong PC
otection
‘through

Welcome to the Returnil Virtual System
Premium Edition (2.0.1.9002) Setup
Wizard.

The setup wizard will now install the software on your
computer.

You must be logged on as an administrator or the
installation will fail.

Itis recommended that you close all other applications
before continuing. Click Next to continue, or Cancel to exit
Setup.

Please select your preferred language:

English v

Help | Report Next = Cancel |

Note: Before proceeding, please select the appropriate language from the drop down menu;
then click Next to continue to the license Agreement Screen, Cancel to exit Setup, or Us er 8 s

Manual to open the he Ip file.
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Step 3: End-User License Agreement (EULA)

‘i) Returnil Virtual System Premium Edition Installation

License Agreement
Please read the following important information before continuing.

To continue with the installation You must accept the terms of this agreement.

>

SOFTWARE LICENSE AGREEMENT

Please read the terms and conditions of this license agreement (the "License”)
before installing the computer software (the "Software™). By installing and using the
Software you accept and agree to the terms of this License. This License constitutes
the entire agreement concerning the Software between you and RETURNIL and it
supersedes any prior proposal or representation. If you do not agree with these
terms and conditions, promptly un-install the Software and, if you paid for a License,
contact your distributor for a refund of the amount that you paid.

The term "Software” includes, and these terms and conditions also apply to, any

V2.0.1.9002
= Back | Agree Cancel

IMPORTANT:Please read the license agreement in its entirety before you proceed. When you
have completed reviewing the agreement, click | Agree to continue with the installation of the
software, Cancel to exit setup, or Back to change your language preference before proceeding
to the next step.
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Step 4: Choose the installation directory

‘i) Returnil Virtual System Premium Edition Installation

Select installation directory
Where should the image be installed?

Setup will install Returnil Virtual System Premium Edition into the following folder or Select
a custom path below. To continue, click Next.

|C:\Program files\Returnil\

=& Alpha (C)) R
m- by SWINDOWS(2).~LS
i 1, €lj2820-2840-v32-PCL6E-pnp-ww

locm |

-l compaq

m- b NVIDIA

m- |, PerfLogs

@ |, [Program Files g

mcecm mdeoom

Atleast 5.0 MB of free disk space is required.
Vv 2.0.1.9002

< Back Next = Cancel

Use the default installation directory as shown above, or select a custom path to install the
software. Once you are satisfied, click Next to continue with the installation, Cancel to exit
setup, or Back to return to a previous screen.
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Step 5: Fill in your registration information for this program by entering your purchase Serial
Number. If you are a trial user, leave this blank and click Next to continue with the installation
process or Buy Now to purchase a registration Serial Number.

‘i) Returnil Virtual System Premium Edition Installation

Program Registration
Please enter your Serial Number.

Reaqgistered users enter your Serial Number below. Trial users please |leave it blank
and click next to continue or, to obtain a Serial Number, please click "Buy Now™.

Serial Code: |393442443034433341 35323944324337

Serial Number: |

Buy now |

V' 2.0.1.9002

< Back Next = Cancel |

Note: The Serial Code is created automatically when installing the software and is unique to
each installat ion regardless of whether this is a fresh install or an upgrade.
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Step 6: Optional Settings

‘L) Returnil Virtual System Premium Edition Installation &J

Optional Settings
Configure your default preferences

[~ Restrict program access.

[v Disable System Protection while in Windows Safe-mode.
[~ Allow Session Lock for all users without password.

[v Show toolbar on the deskiop.

V¥ Show program icon in the tray area.
[ Enable Explorer shell extension for File Manager.
[~ Allow File Manager for all users without password.

[ Do not show hintin the tray icon.

V2.0.1.9002

= Back Next = Cancel

1 Restrict program access - If you do not wish to enter or use a password to lock changes
to your chosen configurations, simply leave this section blank and click Next to
continue with the installation. You can enter this information at any time using the
Password Settingssection of the Main Screen.

1 Enable Protection on your system partition (X :\) after installation 9 This will force
the System Protection feature to be activated at Windows boot for all accounts on the
computer OR for Multi -boot systems, all accounts on the appropriate system partition.

1 Disable System Protection while in Windows Safe -mode & As the name suggests,
activating this option will turn OFF System Protection regardless of the current
Protection Mode.

1 Show toolbar on the desktop 0 Activate this option if you want to use the desktop
toolbar. The toolbar can be used with the Tray Icon or by itself at your preference.

1 Show program icon in the tray area 0 activate this option of you want the tray icon to
be displayed. The tray icon can be used with the toolbar or by itself at your
preference.

Once you are stratified with your selections, click Next to continue with the installation.

©2009 Returnil



Returnil Virtual System P ersonal Edition
Returnil Virtual System Premium Edition

Sep 7 : Select Caching Mode

-
‘L) Returnil Virtual System Premium Edition Installation

Optional Settings
Configure your default preferences

—Cache setting

" Use memory caching for the Virtual System Engine

(¢ Use disk caching for the Virtual System Engine (MB.) 4096 3]

V2.0.1.9002 -

< Back Next = Cancel

NEW! Returnil 2008 Premium supports different caching methods to allow change commit to
disk.

1 Use memory caching for the Virtual System Engine 9 Your System Partition will be
cloned in memory.

1 Use disk caching for the Virtual System Engine 6 Your System Partition will be cloned
on your hard disk drive.

Note: While memory caching is stable and reliable, it may introduce the potential for file
damage when working with extremely large files or a large quantity of files. Though a s lower
process, we recommend using disk caching if you anticipate this type of use. Please be sure to
allow adequate space for both the Cache and a Virtual Partition if you plan to use that feature.

Once you are satisfied with your selections, click Next to continue with the installation.
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Step 8: Start Installation

v

Ly Returnil Virtual System Premium Edition Installation

Ready To Install
Setup is now ready to begin installing RVS on your computer.

Copy file to C:\Program files\Returnil\Returnil.exe successful.

V 2.0.1.9002

Cancel

< Back Install

Q)

\

[

Click Install to start installing the Returnil Virtual System onto your computer. As the files are
copied you will see a confirmation that the installation was successful.
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Step 9: Creating your Virtual Partition

‘i) Returnil Virtual System Premium Edition Installation &

Selectthe installation path for the Virtual Partition. Please be sure thatthe chosen path
is less than 254 characters in length.

Create your Virtual Partition
You can save data within the Virtual Partition while System Protection is ON.

CARETURNIL\RVSYSTEM.IMG _]
Virtual Partition Size (Mb.): |1459 ‘3]
Virtual Partition Drive Letter: I Z _vJ
Virtual Partition Volume Name: Returnil

v Mount Virtual Partition automatically at Windows boot.

V 2.0.1.9002

=< Back | Create Skip

Important Note: If you want to use the Virtual Partition feature you must create it ~ NOW After
RVS s installed, you will not be able to create this partition without going through the
installation process again.

To create the Virtual Partition and continue with the setup process click  Create. If you do not
wish to use this feature click Skip and proceed to Step 10, below.
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Step 10: Completing the installation

[ ‘i) Returnil Virtual System Premium Edition Installation &
f"‘, Completing the Returnil Virtual System
Premium Edition Setup Wizard.
- RETURNIL
IRIUAL SYSH T lete the installati f Set trestart
- o complete the installation of program, Setup must resta
,Stﬁg PC your computer, would you like to restart now?
(Protection
‘through
Virtualization

> Learn More ¢ Yes, restart the computer now

" No, | will restart the computer later.

Finish

To complete the installation you must reboot your computer. You can however delay this final
step by selecting No, | will restart the computer later and click the Finish button. To restart
immediately, simply click the Finish button.
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Getting Started

The Main Menu

‘ Preferences ’

The main menu will allow you to access all features and settings for your copy of the Returnil
Virtual System.

Home & This button will return you to the main screen.

File Manager 8 This is a new feature that will allow you to save changes to individual
files whileusing Ret urni | 6s System Protection feature. Mor
File Manager page in the Using the program section of this manual.

1 Preferences 0 Set your program preferences here. For our current users, this section
replaces the Other Settings feature in Versions 1.00 - 1.70

f
f
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The Main Screen

r i 3

%F Returnil Virtual System Premium Edition =5

RETURNIL

VIRTUADSYSTEM2008 =100

B Home _| Protection Status OFF Change..
” Protected Partition C:\ [\Device\HarddiskVolume]
W& File Manager
Session Lock OFF Enable

@ Preferences Advanced Settings Change...
Protection Scheduler Deactivated.
Virtual Partition Not mounted.
File Protection OFF Change...
License Information Reaqistered Check now
Subscription Status 51312009 Check now

www.Returnil.com Product Support V2.0.1.9002

ol

» Help [@ Exit

Interface displayed above is Returnil Virtual System v2.0

We have redesigned the GUI in 2008 to be cleaner, with a more mature look and feel while
staying true to our philosophy of effect ive simplicity. The main interface will display the
current status of the most important features of the Returnil Virtual System. Here you can view
at a glance:

1 Protection status & Current protection status with link to change your default mode

preference

Protected Partition 0 Displays the actual partition designation of the System Partition

Session Lock 9 Displays current activation status and link to Enable this feature if it is

not activated

1 Protection Scheduler & Displays activation status for the sched uler and link to edit the
schedule

1 Advanced Settings 0 This section will allow you to drop (default) or save all changes
made to your System Partition. Note: See the Advanced Settings section in the using
the program section of the manual before making cha nges to this setting!

1 Virtual Partition 0 Displays assigned drive letter and link to mount/dismount the
partition.

E
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1 License Information & Displays registration status (Trial or Registered) with link to
register the product.

Subscription Status & Displays time left on your trial or Licensing period.

Links dDirect links to our website and product support pages for more convenient use.
Version dInformation now displayed near the CLOSEbutton for easier reference.

Main Menu d Redesigned and reduced for ease of use

Easy to see and access buttons - Help and program close buttons are now easier to see
and designed to be more in line with other products you use frequently.

=A =4 -4 - -4
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System Protection
Protection Status OFF Change

This is the main feature and purpose of the Returnil Virtual System; protecting your computer
from the effects of unforeseen changes made by unwanted and malicious content.

Shown here are the following:

1 Protection Mode Status 9o Green for OFF, Red for ON, and Redfor Session Lock.
1 Change dClicking this link will open the default protection mode selection screen:

Note: Change of Mode requires a reboot of your computer before it will take effect regardless
of whether turning protection ON or OFF which distinguishes it from Session Lock which is only
valid for the current login session. For Session Lock, please refer to the Session Lockpage in
the Using the Program section of this manual.
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